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1 Overview

1.1 Security Netwok Shield

Security Network Shield is upgrade version of existing W5500 Ethernet Shield designed using the
MS1000 and WIZnet W5500 chip. (Please find the link for further information about W5500
Ethernet Shield - http://wizwiki.net/wiki/doku.php?id=osh:w5500 ethernet shield:start)

Security Network Shield provides all of existing network function from W5500 Ethernet Shield and
specially supports SSL(Secure Sockets Layer) protocol. It ensures that all data passed between
server and client.

In Security Network Shield MS1000 take SSL function with HW accelerate security engine for best
performance to use.

Security Network Shield

M51000 W5500

SSL Crypto Ethernet

This Security Network Shield is compatible with Arduino Platform.

1.2 Available Board list

® Arduino Board (e.g the Uno)

2 Feature

2.1 Hardware Feature

Support 3.3V

ARM Cortex-M3 MCU with HW Crypto engine (MS1000)

High Speed Ethernet controller (W5500)

10/100 Ethernet PHY embedded.

Hardwired TCP/IP Protocols: TCP, UDP, ICMP, IPv4, ARP, IGMP, PPPoE.
Support SPI, 12C, UART interface
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2.2 Hareware Configuration

MS1000: ARM® Cortex-M3™ based microcontroller with HW crypto engine.
W5500: Hardwired TCP/IP Ethernet Controller

RJ-45 with Transformer: Ethernet Port

12C: 12C interface

UART: UART interface

SPI: SPI Interface

Pins usage on Arduino
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2.3 Software Feature
® Support SSL/TLS 1.2
® SSL Specification
Category Description Comment
Cipher Suit RSA TLS_RSA_WITH_AES_128 CBC_SHA
- Public Key ECC TLS_RSA_WITH_AES_256_CBC_SHA
Algorithm TLS_RSA_WITH_AES_128 CBC_SHA256
Cipher Suit AES TLS_RSA_WITH_AES_256_CBC_SHA256
- Block/Stream CCM TLS_RSA_WITH_AES_128 GCM_SHA256
Ciphers GCM TLS_RSA_WITH_AES_128 CCM_8
CBC TLS_RSA_WITH_AES_256_CCM_8
CTR TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
ECB TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
Cipher Suit SHA1 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
- Hash Functions | SHA256 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8
Side of Connection | Client only

%GWBM
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3 SPI Operation

3.1 Overall SPI Interface

Security Network Shield supports up to 4MHz speed in slave mode.

Function Interface GPIO

Security Network Shield SPI SCK PCO
SSN PC1

MISO PC2

MOSI PC3

OUT_INT PD6

3.2 SPI Timing

Data Mode

There are four combinations of SCK phase and polarity with respect to serial data.

Which are determined by control bits CPHA and CPOL.

Data bits are shifted out and latched in on opposite edges of the SCK signal, ensuring sufficient time
for data signals to stabilize

® By default, Security Network Shield is set to CPOL=1, CPHA =1

CPOL and CPHA Finctionality

Leading Edge Trailing Edge SPI Mode
CPOL=0,CPHA=0 ™ 0
CPOL=0,CPHA=1 N 1
CPOL=1,CPHA=0 N 2
CPOL=1,CPHA=1 ™ 3
SPI Transfer format with CPOL =0, CPHA =0
SSPCLKOUT/ — o~ o o~ o —
SSPCLKIN—— ¢ w4 L4 ¢ L& e d .
SSPFSSOUT/— =
SSPFSSIN y ‘
SSPRXD—]  MSB] | t X I jr.jj i ( Ls8 faf
» 4 tp 16 bit — >
nSSPOE ™ | i
SSPTXD| { MsB \ \ \ " I { LsB )

SPI Transfer format with CPOL =0, CPHA =1
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SSPCLKOUT/

juce=srf R R U A Y A U A VY B WY A UV A Y O
SSPFSSOUT/—|
SSPFSSIN

SSPRXD—{ Q | MsB | )( ) ) )(:: ) ( LsB Ya}
“« 4 to 16 bits - >
nSSPOE | [

SSPTXD f_Mse_ ) ¥ X ) )(:; | \ _Lse )

SPI Transfer format with CPOL =1, CPHA =0

SSPCLKOUT/——| ) \ — — ' ' ' 1
SSPCLKIN S W SN S S EVEN N S S
SSPFSSOUT/—| -
SSPFSSIN
SSPRXD—_ MSB| | :x: :x: :x: o (Ctss ot
< 4 tp 16 bits - >
nSSPOE | I
SSPTXD [ MSB | \ \ \ i | (LsB )
T ! T

SPI Transfer format with CPOL =1, CPHA =1

SSPCLKOUT/— -
sspon | L
SSPFSSOUT/—| -
SSPFSSIN 2
ssPRxD—{ @ | MsB )( \ 1)(6 X:: X s Yal
< to bits| »
nSSPOE ™ , r

SSPTXD {_MsB ) ){ X ) L, ) [ _LsB )

4 Technical Reference

4.1 Block Diagram
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4.2 Schematic

Document Link: w5500_ethernet_shield_s_V1.0.pdf

4.3 Dimension

*ewsm 9/23



68.58mm

sl SOA ARed !

o . JOOO00000 IOO000000

53.31mm

v

- o RERI oo
-
j=.5f2" . (@)@
-y .Li s - o =
~9e-H ol
[ L] - .
~ @ — ol (HD-(M=
“".-w . o LA
.,,.. = .
-. o Y
-y Bl G £ hake
=i 2 =,
2
€ _
2002
g
B
&
00

S
i

3500 Ethernet Shield 5
1016,04.07

‘o osse N |
1 G
¥ 100000000 @000

Y 1 ¥in AD &Y 7 A5 &4 AL

&

TOP SIDE

Bottom Side

%GWBM

2000000000 DO ERDS
® 0
o N
®e MEWS oo
-: mMoa.mdw—a. e H B
:. wm B, B=m
o ®
£ . mEm
vt “:' e
. el Al :en o0
2®
=}
F]

19
Tol =1L
13060 adacd
2 blsid2 tamadid QO2EW
tandimzin', b oqi fd
ATA0A W ITAN
000F2M WAW= DOZ2W TIZIW

u
o
o

Security Network Shield Demension



5 Getting Started

5.1 Using WIZ ethernet Library for Arduino Uno

Arduino Uno

WIZ Ethernet Library
SSL Class
Ethernet Class MIF Class
Class Description

Ethernet Class

Refer to the Arduino Ethernet library and API Guide at the follow site.
WIZ Ethernet Library: https://github.com/Wiznet/WIZ_Ethernet_Library
Arduino Ethernet API: https://www.arduino.cc/en/Reference/Ethernet

Included Class to the Wiz Ethernet library to support internet in Arduino Uno

SSL Class

Added Class to the Wiz Ethernet library to support SSL in the Arduino

MIF Class

Added Class to the Wiz Ethernet library to communicate with Security
Network Shield in the Arduino

5.1.1 Description of added SSL class and MIF class

The SSL client works with SSL initialize and connect to server and send/receive data.

@® Only SSL Client operation. (SSL Server does not work)

® USE_MS1000_MIF feature is a function for SSL client only on w5500.
® When USE_MS1000_MIF feature is Disable, SSL client does not work.

5.1.2 API Reference of SSL class and MIF class

@® SSL CLASS
Description Open of SSL Socket
Syntax SSLClient.Open()
Parameters None
Returns If successful the call will return SSL_SUCCESS
Description Close of SSL Socket
Syntax SSLClient.Close()

%eWBM
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Parameters

None

Returns If successful the call will return SSL_SUCCESS
Connect()
Description This function is called on the client side and initiates an SSL/TLS
handshake with a server
Syntax SSLClient.Connect(ip, port)
SSLClient.Connect(hostname, port)

Parameters Ip: connecting to domain ip address
hostname: connecting to hostname (ex: www.google.com)
port: SSL port

Returns If successful the call will return SSL_SUCCESS

WriteData()

Description This function writes sz bytes from the buffer, data, to the SSL
connection, ssl

Syntax SSLClient.WriteData()

Parameters buf: data buffer which will be sent to peer
size: size, in bytes, of data to send to the peer
ISPMEM: the generating data to the Flash (Program) instead of SRAM
memory

Returns If successful the call will return SSL_SUCCESS

ReadData()

Description This function reads sz bytes from the SSL session (ssl) internal read
buffer into the buffer data. The bytes read are removed from the
internal receive buffer.

Syntax SSLClient.ReadData()

Parameters buf: data buffer which will be read to peer
size: number of bytes to read into data.
readsz: getting read size

Returns If successful the call will return SSL_SUCCESS

SetPeerVerify()

Description This function sets the verification method for remote peers and also
allows a verify callback to be registered with the SSL session. The verify
callback will be called only when a verification failure has occurred. If no
verify callback is desired, the NULL pointer can be used for
verify_callback

Syntax SSLClient.SetPeerVerify()

Parameters verify: enable verify

Returns If successful the call will return SSL_SUCCESS

SetRootCA()

Description This function sets a CA certificate buffer into the SSL. It behaves like the
non buffered version, only differing in its ability to be called with a
buffer as input instead of a file.

Syntax SSLClient.SetRootCA()

Parameters buf: the CA certificate buffer

len: size of the input CA certificate buffer

%eWBM
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ISPMEM: the generating data to the Flash (Program) instead of SRAM

memory
Returns If successful the call will return SSL_SUCCESS
GetVersion()
Description This function gets the SSL/TLS protocol version for the specified SSL
session using the version as specified by version.
Syntax SSLClient.GetVersion()
Parameters buf: the version information buffer
len: length of buf
Returns If successful the call will return SSL_SUCCESS
GetCipherName()
Description Retrieves the peer’s certificate cipher name
Syntax SSLClient.GetCipherName()
Parameters buf: the cipher name buffer
len: length of buf
Returns If successful the call will return SSL_SUCCESS
GetX509IssuerName()
Description Retrieves the peer’s certificate issuer name
Syntax SSLClient.GetX509IssuerName
Parameters buf: the issuer name buffer
len: length of buf
Returns If successful the call will return SSL_SUCCESS
GetX509SubjectName()
Description Retrieves the peer’s certificate subject name
Syntax SSLClient.GetX509SubjectName
Parameters buf: the subject name buffer
len: length of buf
Returns If successful the call will return. SSL_SUCCESS
GetX509NextAltName()
Description Retrieves the peer’s certificate next altname
Syntax SSLClient.GetX509NextAltName
Parameters buf: the next altname buffer
len: length of buf
Returns If successful the call will return SSL_SUCCESS
GetX509SerialNum()
Description Retrieves the peer’s certificate serial number
Syntax SSLClient.GetX509SerialNum()
Parameters buf: the serial number buffer
len: length of buf
OutNumSz: getting a length of serial number
Returns If successful the call will return SSL_SUCCESS
® MIF CLASS

%eWBM
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Write()

Description This function writes 1 byte to Slave
Syntax gMIFInfo.Write()
Parameters w: to write data
Returns None
Read()
Description This function reads 1 byte from Slave
Syntax gMIFInfo.Read()
Parameters None
Returns Read data
WaitCmd()
Description This function wait 1 byte command for send to Slave
Syntax gMIFInfo.WaitCmd()
Parameters waitcmd: 1byte command
Returns If successful the call will return 0
StartCmd()
Description This function send 1 byte command to Slave
Syntax gMIFInfo.StartCmd()
Parameters cmd: 1byte command
ctrlb: distinguish from read commad and write command
datalen: read/write data length
Returns If successful the call will return 0
EndCmd()
Description This function indicates the end of command
Syntax gMIFInfo.EndCmd()
Parameters None
Returns If successful the call will return 0
Init()
Description MIF Class Initialize
Syntax gMIFInfo.Init()
Parameters None
Returns None
WriteData()
Description This function writes sz bytes from the buffer, data, to Slave
Syntax gMIFInfo.WriteData()
Parameters addr: SSL command set
ctrlb: distinguish from read commad and write command
pWBUuUf: data buffer which will be sent to slave
len: data buffer size
ISPMEM: the generating data to the Flash (Program) instead of SRAM
memory
Returns If successful the call will return 0

%eWBM
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ReadData()
Description This function reads sz bytes from the Slave.
Syntax gMIFInfo. ReadData()
Parameters addr: SSL command set
ctrlb: distinguish from read commad and write command
pRBuf: data buffer which will be read to slave
len: data buffer size
Returns If successful the call will return 0
IsReady()
Description Check the MIF initialize
Syntax gMIFInfo.IsReady()
Parameters None
Returns If MIF initialize successful, the call will return true

5.2 Install the Arduino Software

5.2.1 Download IDE

Downloading IDE at Arduino site
https://www.arduino.cc/en/Main/Software

5.2.2 Install IDE

When the download finishes, proceed with the installation and please allow the driver installation

process.

Step 1: Choose the components to install

(o)
o

@ Check the components you want to install and uncheck the components
you don't want to install, Clidk Mext to continue.

Select components to install: Install Arduino software
Install USB driver

Create Start Menu shortout
Create Desktop shortcut
Assodiate .ino files

Space required: 392, 7MB

Cancel = Back | Mext = ‘

Step 2: Choose the installation directory (we suggest to keep the default one)

%eWBM
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https://www.arduino.cc/en/Main/Software

@ Arduine Setup: Installation Folder — h 4

Setup will install Arduino in the following folder. To install in a different
o folder, dick Browse and select another folder. Click Install to start the

installation.
Destination Folder
’7 C:\Program Files (x86)\Arduino Browse... |

Space required: 392.7MB
Space available: 24.6G8

Cancel | Mullsaft Install System vz, 46 < Back | Install I

Step 3: The Process will extract and install all the required files to execute properly the Arduino
Sortware (IDE)

@ Arduine Setup: Installing

Extract: c++.exe
.CE ]

Cancel | Mullsaft Inskall System w2, 46 % Back

5.2.3 Launch the IDE

double-Click the Arduino icon (arduino.exe) created by the installation process.
Open the blink example.

m 16/23
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&3 Blink | Ot=0|= 169 — ] =

oy BT AAR S S2%

_
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¢ the setup function runs once when wou press reset or power the board
void setup() |

Af initialize digital pin 13 as an output.

pinMode(13, OUTPUT);
}

A4 the loop function runs over and over again forever
void loop{) {
digitalWrite(13, HIGH); A4 turn the LED on (HIGH is the woltage lewel)

delaw(1000): A4 wait for a second
digitalWrite{13, LOW): A4 turn the LED off by making the woltage LOW
delaw (10007 A4 wait for a second

F ~

5.3 Wiznet Library Update

5.3.1 Getting for Security Network Shield Library

Step 1: Getting the released security network shield source.

® Base source code
https://github.com/Wiznet/WIZ_Ethernet_Library

5.3.2 Library Update

Step 1: Unzip the ZIP file

Step 2: Go into C:\Program Files\Arduino\libraries

Step 3: Copy & Paste 'Arduino IDE 1.5.x Folder - Ethernet > src' folder to C:\Program
Files\Arduino\library\Ethernet folder.

EGWBM
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https://github.com/Wiznet/WIZ_Ethernet_Library

Arduino > libraries v b | loraries 24 » Arduino IDE 1.5x v/ O | Arduino IDE 15x 24 p
T : o A N 08 : T
* Bridge 2016-08-05 2%, TY 26 Hthemet 2016062995, T 2t
4 Esplora 2016-08-05 2H,. IY &G U library.properties 2015-07-09 @%..  PROPERTIES Ij
Ethemet 2016-08-052%.. T2 EM
Firmata M. O &0
GSM 1. HE e Copy & Past met Library
Keyboard Y 24
LiquidCrystal 02 2j
Mouse nY &0
Robot_Control Z[
Robot_Motor oY E
RobotiRremote it 8-Ic]
D g Ey
Senvo oY &y
SpacebrewYun oY 24
Stepper 02 &0
Temboo oY g4
T oY 24
WiFi Iy 2g

5.3.3 Library Import

Step 1: Use Arduino IDE by importing Library

Step 2: To use library of Arduino Ethernet shield, add header files by selecting Import Library >

Ethernet of Sketch menu
&8 sketch_aug0s8a | Or5=0Olk= 1.56.9
o BSE 2=FJ XN B =T

sketch__

woid setuf
S put

R =

=HEE

A x| =0 =207

Ctrl+R
Crl+ 1
EZE=N2fH= O|E5H 2= Ctrl=Shift=U
I E "ol 2] LH=ELLHES)

Ctrl+Alt+5S

Ctrl = KO

2o = 22 Iﬁa’é}7l

mh =k

woid loop ()
S8 put wour main code here,

» Add header file

meWBM

to run repeated|w:

Spo|=g 2| BHE|.
FIP 2o =88] =}
Arduino SHo|=E3Z)
Bridge

EEPRCM

Esplora

Ethernet

Firmata

HID

Keyboard
MMouse

Robot Control
Robot IR Remote
Robot PMotor
SPl
SoftwareSerial
Spacebrewyun
Temboo

Wire

Contributed S0 = 32|
GSM

LiguidCrystal

sD

Servo

Stepper

TFT

WWiFi
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€8 sketch_sug08a | OtE0|= 169
Ooe #E &A% £ =22

sketch_aug0lBa &

#include «<0hcp. b

#include <Dns he

#include <Ethernet . h:
#include <FthernetClient . h:
#include <EthernetServer.h-
#include <EthernetUdp. b
Ainclude <550 k=

#include <Twitter.he

Ainclude <util b=

void setup()
A4 put wour setup code here, to run once:

void loop() {
£f put wour main code here, to run repeated|y:

5.4 Arduino Example

5.4.1 Start Arduino (SSL Example)
Step 1: Run Arduino

Step 2: Select Example -> Ethernet -> SSLGmailTest

m 19/23
eWwBM



&S sketch_sug08a | OFE0|= 1.6.9
me | BT AFX S o2

AR bR Ctrl+N
&7, ctrl+o
ESE T B

x| =

Ol A1

=70 Ctrl+wW
THE Ctrl+S

Ci= oj=2= ™At Ctrl+shift=s

HOIX| 42
EIET Ctrl-p

ot

1234

02

o

= Ctrl=C

Ctrl=shift=P

Ctrl-Comma

LiErE o N

01 Basics
02.Digital
03.Analog

04 Communication
‘05 Control
06.5ensors

07 .Display
08.5trings

09 USB

10 Starterkit_BasicKit
11 ArduinclISP

L )

20| =32 ofH
Bridge »
EEPROM >

Ethernet

Ermata
SoftwareSerial
SPI

Temboo

Wire

RETIRED 1'

ARERE X E SO 22| 2] BH
GSM

LigquidCrystal

sSD

Servo

Stepper

AdwvancedChatServer
BarometricPressureWebServer
ChatServer
DhecpAddressPrinter
DhepChatServer

LoocpBack

S5LGMailTest I

TelnetClient
UdpMtpClient
UDPSendReceivestring
WebClient
webClientRepeating
WebServer

TFT >
WIFT >

Step 3: Specific setting is needed based on board type such as Uno, Mega, Due... etc
Tool -> board -> Arduino Uno
Tool -> port -> Comx

5.4.2 Operation Arduino

€9 5SLGmailTest | OFE0|= 1.6.9
Iy BY 23X 5 E2%

S5LGmMailTest

A
Aol Gmail Test
*f

ABinciude <avrdp
#inzlude <Ethern
#include <350, 0=

fdef ine HOST_MAME

(R

P

S =%

237
EE
Az
A2z

2E3EHA|
£ g ME 13
oLF
==

L "Arduino/Genuino Uno"

Ctrl=T

Ctrl+Shift+M
Ctrl+Shift+L

HE- "COMT (Arduinc/Genuing Uno)"
Get Board Info

ZED: "AVRISP mkll"
$E20 27

Step 1: Click “Verify” to check code error

*QWBM
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& sSLGmailTest | OHE0= 169 - o x

Lg BT 277 £ 522

S5LGmailTest

#if def ined(TEST_ROOTCA)
dinclude "TestRootCA.h"
Hendif //TEST_RODTCA

S5LC1ass SSLCIfent;

void Init_Ethernet()

{
byte mac[] = { b

IPAddress ipi i1
|PAddress myDns( I8
|PAddress gateway( B
|PAddress subnet( I3

n COM7

Step 2: Then, Click “Upload” to upload on Arduino board

& sSLGmailTest | OFF0|= 169 - o x

Ig 3% AAK § EE2

S5LGmailTest

#if def ined(TEST_ROOTCA)
dinclude "TestRootCh.h"
Hendit //TEST_ROOTCA

S5LClass SSLCIfents

void Init_Ethernet()

{
byte mac[] = { g

|PAddress ip( B
|PAddress myDns( I
|Piddress gateway( I
|PAddress subnet( IH

ino Una on COMT

Step 3: Click Serial Monitor when Upload is completed

» Flashing

EGWBM
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P Starting serial monitor

€9 SSLGmailTest | OFF0l = 1.6.9

=]

- ] X
te #E 2AN & 8%

ns Zm CirlsT

AR 23|

55LGmailTest GIAC £% g MZ 1

| IEEEE cokshitol | '
i1 def ined(TEST AZ|g E2H

Ctrl+Shift+L
#include "TestRoo
dendif //TEST_ROD HE: "Arduino/Genuino Unc”

EE: "COM7 (Arduino/Genuino Uno)" »
SaLClags SSLCIien Get Board Info

vaid Init_Etherne EEIH0: "AVRISP mkil"

{ HEEQ 7|
byte mac[] = { g
|PAddress ip( 1
|PAddress mvlns( IH
|Piddress gateway( I
|PAddress subnet( 1

HA 1.0 8L I

Step 4: Result of Gmail Test

EGWBM
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& COM7 (Arduine/Genuino Uno) - 0 X

[Init ethernet., ] A
-Locallp: 192.168.0.71 1
=33L Gwail Test Start=
[35L Open]
~Open Success
-3etRootCA Success
~SetPeererify (Yerify Peer) success
[38L Conmecting...]
~Connect Success ]2r3
[Info]
Issuer: /C=U3/0=Google Inc/CN=Google Internet Authority G2
Subject: /C=US/ST=California/L=Mountain Yiew/0=Google Inc/CNemail.google.com
Altname: inbox.google.com
Altname: wail google.con
Serial Num ::7ci73:f0:46:e1:8d:24:72
Yersion: TLSwl.2
CipherNane: TLS_RSA_MITH_AES_126_GCM_SHAZ56
[S5L RAN
“Urite: GET /index.htal HTTP/1.1 5
-Read size: 127
-Read data: HTTRA1.1 404 Mot Found
Content-Type: text/html; charset=UTF-§ 6
Content-Lenath: 1571
Date: Mon, 03 Aug 2016 03:01:56 GHT
hlte
[S3L Close]
-Close Success
S3L Guail Test DOME!

v

MRs 238 line ending 21 v | |90 ZEROIE v

Description:

1) DHCP Initialize and Network Configuration (Allocate IP address)

2) Received Gmail IP via DNS SERVER

3) Connecting Gmail server

4) Received peer info (issuer/subject/altname/serial number)

5) Send data to SSL.

6) Received data from server (SSL Version/Cipher Suite/Content type/Content -Length)

* 23/23
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